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Pioneer Valley Educational Press, Inc. (“PVEP”) is committed to protecting your privacy. In
this Privacy Policy (“Policy”), we describe how we collect, use, and disclose information that
we obtain about visitors to www.digitalreader.com (the “Site”) and users of the digital reader
service available through our Site (the “Service”).

Consent

By visiting the Site or using our Service, you agree that your information will be handled as
described in this Policy. Your use of our Site or Service, is subject to this Policy, including its
applicable limitations on damages and resolution of disputes.

A Note about Student Data

Our Service may be used by a school, school district, or teacher (collectively referred to as a
“School”) in a classroom or remote learning setting. Through the provision of our Service to a
School, we may collect personally identifiable information from or about students (“Student
Data”). We consider Student Data to be highly confidential and do not use such data for any
purpose other than providing our Service to the School and as otherwise provided in our
agreements with the School. If you have any questions about reviewing, modifying, or
deleting personal information of a student, please contact your School directly.

What Information Do We Collect?

We collect information both directly from you and automatically when you visit our Site or use
the Service.

Information We Collect Directly

° School and Teacher Information. When a School registers for an account
on our Service or corresponds with us online, we collect certain personal information
to use such as a name, email address, username, and password. We may also
collect additional information about the School, such as a school or district identifier,
information about teachers and others authorized to use the Service.

. Student Information. Once registered, a School may provide information
about its students, such as a name or other identifier, email, year of study, and
current estimated reading level. The School may elect to provide non-personally
identifiable usernames or identifiers in lieu of a full student name, at its discretion.

. Parent Information. We may collect information about a student’s

parent or guardian, such as name and email address, if provided by the

School.

Information We Collect Automatically

Like most websites and online services, we automatically collect certain types of information
about visitors to our Site and users of our Service through cookies and other similar
technologies. Examples include referring URL; browser type and version; device name and
model; operating system type, name, and version; web pages viewed; links clicked; and
length of time spent engaged with the Site and the Service. We do not collect or store your IP


http://www.digitalreader.com/

address. Although we do our best to honor the privacy preferences of our visitors, we are not
able to respond to Do Not Track signals from your browser at this time.

We use this automatically collected information to (i) improve user experience and
personalize your content; (ii) provide and monitor the effectiveness of our Service; (iii) monitor
aggregate metrics, such as total number of visitors, traffic, usage, and demographic patterns
on our Site and our Service; (iv) diagnose or fix technology problems; (v) investigate fraud or
misuse of the Service; and (vi) otherwise plan for and enhance our Service.

Cookies are required to support most features of the Site. We use cookies to enable
authenticated user sessions, which are required for all areas of the Site that deliver
personalized content to the user such as our book reader. The information we store using
cookies is not, in and of itself, personally identifiable, but we may link it to personal
information that users have provided. If you do not wish to receive cookies, you may set your
browser to reject cookies or to alert you when a cookie is placed on your computer. Although
you are not required to accept cookies when you visit this Site, you may be unable to use all
of the functionality of this Site if your browser rejects our cookies.

How Do We Use Your Information?
We collect information for the following purposes:

° Provision of Services: To provide our Service, to communicate with School
users, to respond to inquiries, and for other customer service purposes.

° Reporting: To provide students and teachers with information and

reports about student performance and use of the Service.

° Personalization: To tailor the content and information that we may send or
display to users, to offer personalized help and instructions, and to otherwise
personalize your experience while using the Service.

° Transactional Notifications: To provide notifications for certain activities
relating to your use of our Service. For example, we send you emails when your
account is ready to access or activate, or if you request to reset your password.

° Marketing Communications: From time to time, to send periodic
promotional or informational emails to School users. We do not use Student Data
to send marketing communications. You may opt out of such communications by
following the opt-out instructions contained in each email.

° Statistics: To collect statistics to better understand how users access and
use our Site and Service in order to improve our Site and Service and for other
research and analytic purposes.

° Product Improvement and Development: To maintain, develop, support,
and improve our Service and our other educational products and services.

How Do We Share Your Information?

We do not sell or share your personal information with third parties for marketing purposes.
We may share your personal information in the following ways:

° Other School Users. Depending on your account settings and
permissions, we permit information to be shared between and among authorized
School users. For



example, teachers, schools, and school districts can see information about their
students’ activities on the Service. Information associated with a school or school
district is restricted to users within that same school or school district only and not
shared with any other schools or school districts using the Service.

° Consent. We may share information with consent and at the direction of a
School or parent. For example, if a School user directs us to, we will share content
with the parent or guardian of a student.

° Service Providers. We may disclose personal information with our trusted
third-party vendors, service providers, contractors, or agents who perform functions
on our behalf, such as payment processing, transcription services, and web hosting.
Personal information will be shared with these third parties as needed to perform their
services to us, under reasonable confidentiality terms.

° Business Transfers. We may disclose personal information in the context of
a company transaction, such as a merger, sale of company assets or shares,
financing, change of control, bankruptcy, or other corporate event. If the transaction
involves the transfer of Student Data to a third party, we will require the new owner to
continue to honor the terms provided in this Privacy Policy, or we will provide you with
notice and an opportunity to opt out of the transfer of Student Data by terminating
your account and deleting your data before the transfer occurs.

° In Response to Legal Process. We may disclose information as

required or authorized by law, a judicial proceeding, court order, or other legal
process. When legally permitted, we shall strive to notify the School of any

legal request to access Student Data before we respond to such request.

. To Protect PVEP and Others. We also may disclose information where we
believe it is necessary to investigate, prevent, or take action regarding illegal
activities, suspected fraud, situations involving potential threats to the safety of any
person, violations of this Policy, or as evidence in litigation in which PVEP is involved.
° Aggregate and De-ldentified Information. We may share aggregate or
de-identified information that does not reasonably identify you as an individual with
third parties for research, marketing, advertising, or similar purposes.

° Security of Personal Information. The security of your personal information
is important to us. We have implemented a variety of physical, administrative, and
technological safeguards designed to preserve the integrity and security of all
personal information we collect. Our employees and contractors are required to
protect personal information in a manner consistent with the terms of this Privacy
Policy, and violators will be subject to disciplinary action, up to and including
termination and further legal action. Please be aware that despite our best efforts, no
data security measures are impenetrable, and we cannot guarantee the security of
our systems 100%. In the event that any personal information under our control is
compromised as a result of a breach of security, we will take reasonable steps to
investigate the situation and take all steps required by law and current regulations.
You should take steps to protect against unauthorized access to your password,
phone, and computer by, among other things, signing off after using a shared device,
choosing a unique and robust password, and keeping your login and password
private. We are not responsible for any lost, stolen, or compromised passwords or for
any activity on your account resulting from a third party’s unauthorized use of or
access to your password and account.

Reviewing and Modifying Information



Upon request, we will provide Schools with an opportunity to review, modify, and/or delete the
personal information collected from their students. If you are a parent and have questions
about your child’s use of our Service and any information collected, you should discuss your
questions with your child’s School, which will submit the request to PVEP at the School’s
discretion.

Retention and Deletion

We will retain your information for as long as necessary for the identified purpose, which may
extend beyond the termination of our relationship with you. For example, we may retain
certain data as necessary to prevent fraud or future abuse, or for legitimate business
purposes, or if required by law. We may retain indefinitely information that has been
de-identified or aggregated such that it can no longer reasonably identify a particular
individual. All retained personal information will remain subject to the terms of this Privacy
Policy.

Otherwise, we will delete personal information upon request or according to our standard
data retention schedule.

We will not knowingly retain Student Data beyond the time period required to support an
educational purpose, unless authorized by the School or parent, and will delete Student Data
promptly upon request from the School. Under our current data retention schedule, we will
delete Student Data and other information provided to us by a School for academic terms that
have ended over two years ago. To the extent the School wishes to retain such Student Data
or other School-provided information, the School is responsible for exporting all such records
within two years of completing an academic term and/or for storing and maintaining such
Student Data and School-provided information independent of the Site or the Service.

Under our current data retention schedule, we retain Student Data for a period of six months
after termination of the contract to continue to provide the School access to its records and
aggregate reports, after which the Student Data will be deleted and/or de-identified, unless we
receive a deletion request from a School prior to that date. We will not be required to delete
any information that has been de-identified or disassociated with personal identifiers such that
it can no longer be used to reasonably identify a particular individual.

Compliance with Laws

Our collection, use, and disclosure of Student Data is governed by any other agreement with the
School, by the provisions of the Family Educational Rights and Privacy Act (“FERPA”), the Children’s
Online Privacy Protection Act (“COPPA”), and applicable state laws relating to the collection and use
of personal information of students. If you have any questions about our collection and use of Student
Data, please contact us at privacy@pioneervalleybooks.com. If you have any questions about
reviewing, modifying, or deleting the personal information of a student, please contact your School
directly.

The Family Educational Rights and Privacy Act (“FERPA”)

This Privacy Policy and our Service are designed to meet our responsibilities to protect
personal information from the students’ educational records under FERPA. We agree to work
with each School to jointly ensure compliance with FERPA regulations.

The Children’s Online Privacy Protection Act (“COPPA”)
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This Privacy Policy and our Service are designed to comply with COPPA. We do not
knowingly collect personal information from a child under 13 unless and until a School has
authorized us to collect such information through the provision of the Service on the School’s
behalf. When a School uses our Service in the classroom or in an educational context, we
rely on the School to provide appropriate consent and authorization for a student under 13 to
use the Service and for PVEP to collect personal information from such student, as permitted
by COPPA. Upon request, we will provide school users with an opportunity to review and
delete the personal information collected from their students. If you are a parent and you
have questions about your child’s use of our Service and any information collected, you
should discuss your questions with your child’s School.

Students Online Personal Information Protection Act (“SOPIPA”)

This Privacy Policy and our Service are designed to comply with SOPIPA. We do not engage
in targeted advertising based on information that we collect through our Service. We do not
use collected information to amass student profiles except in furtherance of School purposes.
We never sell Student Data unless the sale is part of a corporate transaction, such as a
merger, acquisition, bankruptcy, or other sale of assets, in which case we will use our best
efforts to ensure the successor entity honors the privacy commitments made in this policy
and/or we will notify you of such a sale and provide you an opportunity to opt out by deleting
your account before the data transfer occurs.

Forum Selection

In the event that there is a dispute concerning this Privacy Policy or its subject matter, such dispute
shall be litigated in the courts of the Commonwealth of Massachusetts in Hampshire County,
Massachusetts, or in the Western Division of the United States District Court for District of
Massachusetts.

Limitations on Liability

In no event will PVEP be liable for any special, incidental, indirect, or consequential damages
whatsoever arising from your access or use of, or inability to access or use, the Site or the
Service.

In no event will PVEP be liable for any damages whatsoever arising in any way from any act
or omission by any other person including, without limitation, any content provided, or
representation made, by another person.

In any event, PVEP’s entire liability to you under any provision of this Privacy Policy or arising
from the access or use of the Site or the Service by you or any other user will be limited to the
amount actually paid by you to PVEP for use of the Site or the Service during the 12 months
preceding the event giving rise to such liability.

Changes to This Policy

This Policy is current as of the Effective Date set forth below. If we make any material
changes to this Policy, we will post those changes here. We encourage you to periodically
review this page for the latest information on our privacy practices. Your continued use of the
Site and Service signifies your acceptance of any changes.

We will not make any material changes to our Privacy Policy that relate to the collection
or use of Student Data without first giving notice to the School and providing a choice
before Student Data is used in a materially different manner than was disclosed when the



information was collected.

Contact Us

If you have questions about the privacy aspects of our Service, please contact us at
privacy@pioneervalleybooks.com.

Effective Date

PVEP’s Privacy Policy has been published and in effect since at least as early as April 7,
2020. This version, which is specific to the Digital Reader, was last updated February 10,
2026.
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